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ABSTRACT

With the recent increasing influence of multimedia content other than the text-based content, services that help to process
information in content brings us great convenience. These services’ representative features are searching and masking the
sensitive data. It is not difficult to find the solutions that provide searching .and masking function for text information and
image. However, even though we recognize the necessity of the technology for searching and masking a part of the audio
data, it is not easy to find the solution because of the difficulty of the technology. In this study, we propose web
application that provides searching and masking functions for audio data using audio partitioning method. While we are
achieving the research goal, we evaluated several speech to text conversion APIs to choose a proper API for our purpose
and developed regular expressions for searching sensitive information. Lastly we evaluated the accuracy of the developed
searching and masking feature. The contribution of this work is in design and implementation of searching and masking a
sensitive information from the audio data by the various functionality proving experiments.
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Table 1. Elements of Search Result Recording

Object

element

description

startTime

kth voice file piece's
playback start position

endTime

kth voice file piece's
playback end position

originalSentence

original result of speech
recognition API response

highlighted
-Sentence

result of highlighting
search keywords in
originalSentence
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Fig. 3. Flowchart of Masking sensitive information

Table 2. Elements of Masking Result Recording
Object

element description
. kth voice file piece’s
startTime .
playback start position
. kth voice file piece's
endTime .
playback end position
. original result of speech
originalSentence .
recognition API response
result of masking target
maskedSentence | masked with * symbol in
originalSentence
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Table 4. Speech recognition APl analysis results

Google | Watson | Naver | Kakao

condition 1 O 0O O @)
condition 2 @) @) @) @)
condition 3 X X X @)
condition 4 O X 0] 0]
condition 5 O X 0] O
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Table 5. Speech Recognition test sentences
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Aok st et ). Az o
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TS 2 AR T FolA ghic) z}] 7<4
$s= 010 1234 5678¢]a, FRISEH
980323 *******O]I/]D]—' ];o Jqo]}q API__
wlsska ik

Hello my name is Gil-dong Hong, I am
attending the Department of Information
Security at Seoul Women's University.
Our shool is located at 621 Hwarang-ro,
Nowon-gu, Seoul, and classes are mainly
held at 2 Science Hall ***. My phone
number is 010 1234 5678, and my social
security number is 980323 ******* We
are now comparing the voice recognition
API.

Sentence

Table 6. Speech recognition API analysis results

API roper reposi
provider pnofl)n number p—tilz)n sum
Google 1 0 1 2
Watson 3 4 0 7
Naver 3 1 0 4
Kakao 1 1 0 2
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1. Phone Number Table 7. Regrex detection rate results
MOBILE_PATTERN = "A((\\S*)((01)(0]1][6-
9)ANDHANDNDHMN)NDHNL DD MNDHMNA)MND*)\ a2, 2}) No. No.
JONS*(*)$" type of . rate
' ’ input (examples) of of o
2. Social Number info. Phs Fail (6)
SOCIAL_PATTERN = “A(\\S*)[0-9}{0,4}(\\S*)(0[1-9] | 1{0-2])\\S*)(0[1-9] | [12] 0~
91/ [31[01))(\\S*)[2-4]\\S*)[0-9](\\S*)[0-9](\\5*)[0-9](\\S *)[0-8] (\\S*)[0-
ey ek o o 010 123 456 188 812 18.8
3. Address 010 1234 567 1000 0 100
number
ADD_PATTERN =
“a(\\S*)(\D{2,4})((\\uB85C) |(\\uBCEB\\UAE38) |(\\WAE38))(\\S*)(\\d{1, 5 (\\ 010 1234 5678 1000 0 100
df1,5)(\\uB3D9)(\\d/{1,5})(\\uCE35) | (\\d{,5})(\\uD638))(\\S*)$"; 083 ***H* 117 883 1.7
ﬂDD_PATTERNl = EETTY
ANS*)(((\uC544\\uD30C\\uD2B8) [ (\\uBE4C\\uB77C) | (\\uBE4C) | (\\uC8FC\\uC 98032 118 882 11.8
0C1\\uBCF5\\uD569) [ (\\uC624\\uD53C\\uC2A4\\uD154))(\\S*)(\\d{1,5})((\\uD6 social P
38)1(\\uCE35)) |(\\DH)\S{L,4))(\\d{1,5\uB3D)(\\S*)\\d{, 5/ \uDE3E))\\S*)$"; number 980323 1000 100
980323 ****** 1000 100
Fig. 9. Regrex of Masking target 080393 **rerrx 1000 100
) ) Apgujeong-ro,
2, 2 59 54 2AEE 72 344 A A4s o
ek A% WAkl AEEe AFe Ed 9xE Garosugil | 1o | 85 | 115
& glrks AR ek 9)d obstE, Wet % Apple Store
Ages P AeE 4 ol 54 delsn E Hyundai*"""*
sk kskskok o
3 =2 T AR 245 ndsls oeE 2a3sle A - n
° 1% T23 . A Rt Matan 3-dong, | 1000 | 0 | 100
‘H—/}Jli _7‘7}';5[ SRS l]l'}\t_)] 6]'93\‘;]‘ Yeongtong-gu,
7 AL S4S HaER MER dole] e Suwon
A ANQl ARE QA= dloll ARSEER sl AR Hyundai*****
dseoksk kool
sl Apolol] el gl WolEel Aol Qe AL address < on
~ _ B ey Gwonkwang-ro
-TLE%EHO]: al‘l-q— Eq—?l]‘/(‘] 7HQ1 Zc_)]i J'H]%joﬂ —GH% ]'T: 260 36 1000 O 100
AA 25 Atelell w4 ExE AlQg e AV Yeongtong-gu,
& orlshs \S'F AR w4 JewE Eolch Suwon
Table 7.%= AUz, FUE2WE AT Seoul Women's
. - - University ***
el dloel2 2+ 1000708 WAk Hralel 4 .
A s N in Hwarang-ro 1000 0 100
g s =43 Ao}, & dlolel= Mel AR 621,
SlE1Z st wlolele] £} Afole] @ gl Nowon-gu
A FA9IE Ak W eR AN 2 Seoul
Nl AR FER AA Al AR e &dsie
glolel®nt ozl HEle SAakEAT el R uI} 5.3 JHQl MM FE ks 2|X| EHY AlE

o wlole} ek A4S}
4y Azt 34 vy el wF A4 A
Hu ARl dolelel @l 100%e] 7Pk BAE

¢

= H3leh a2Eu ol A9l AR} ok dHelHE
el ARE gk eure AR Al A

[

ego] WHPS

R

i

of A 4wt Aulad Aeo
Aol BAZL AZ S AR, ADAME 9 o
Aold oz AHgate] 7oz mdn el A A
PAshs g G mebd 7o) A
Zoliz dle] 248 o] A2l Husl
e

7HA dlolEl= JHel AR e gx]ske

‘

z
< Fig.10.3} #ko] Adigho
13‘11_

A3 = A5
< raw dloJEQl nlo]E wijd
2 FHste] nlatsisict. wlal Az, wlo]E gre] Al
Wk 54 Thele) npelE gt
J

2 52 o) Fold 94

T

. ol
ol

A

0 o,
E=)

T,

/\] S



904 or]e dloje] W el A4 AR HEI} vprd)

VPAS APIS] B4 9 &4 £ WEl AT

-81, 2, -33, 2, -79, 3, -92, 5, 117, 6, 115, 8, -44, 7, -68, 8, -
2,44, 3,121, 3,80, 4, 37, 4,112, 4, -1, 5, -124, 5, -113, 6,
, -8, 74, -8, 79, -8, 95, -9, -68, -9, -5, -10, -9, -10, 107, -9,
N21,0 124, 3,5, 3, -77, 4, 124, 5,89, 7,52, 8,75, 8 91, 8
P, -47, 2, -8 2,76, 5, -75,3,-99, 5, -59, 4, 17, 7, -115, 5, 1
3, -8, 14, -8, 54, -8, 91, -9, -120, -9, 92, -9, 74, -9, -65, -9,
, -67, 1, -31, 3, -12, 3, -80, 5, -75, 6, 56, 8, -15, 8, -72, 8, -
. =91, 2, -89, 2,63, 4, -100, 4, -16, 4, -33, 4, -47, 5, -111, §
-7, 40, -7, -65, -8, -32, -9, -10, -9, -84, -9, -118, -9, -96, -9
83, -4,127, -1, 116, 0, -28, 2, -29, 3, 116, 4, 15, 6, 89, 6, -

Fig. 10. Byte values of speaking part

0.0,00 11,0 1,0 23 0, 23,0, 20,0, 21, 0, 12,
,-1,2807,02000,0 120,15 0,0,0, 8 0,
3,015, 0,250, 16,0,0,0,9,0,12,0, 12, 0, 19,
, -5, -1, -16, -1, -22, -1, -18, -1, -16, -1, -42, -1
-1, -20, -1, -21, -1, -20, -1, -10, -1, 8,0, -1, -1, 1
11,0, -1,-1,3,0-2,-1,0,0, -6, -1, -4, -1, 1, 0,
5080270 13,0,12,0,4,0,3,0,3,0,1,0 4
, -28, -1, -30, -1, -22, -1, -41, -1, -17, -1, -30, -1,
-10, -1, -2, -1, -6, -1, -10, -1, 3, 0, 17, -1, -12, -1

Fig. 11. Byte values of unspeaking part
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original byte array

of audio data file ‘

create a new array of
speaking parts’ byte indexes

mask original byte array[value of 2/4 ~ 3/4 parts of new array]

Fig. 12. Mask audio file considering speaking
parts
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Table 8. Data used to verify service accuracy

Field Data

PJahAls. Al o5 FAFI
Hello, my name is Hong Gil Dong.

Name

3] S 49 07 32 621 of
SIS S 2 A 2 et
#5ola] ek

Address | My school is located in 621
Hwarang-ro, Nowon-gu Seoul and
Classes are mainly held in second
science building

Phone xﬂ A= 010 1234 5678 o2
Number | zmzzwme 980323 ******quc}

Social My phone number is 010 1234 5678 and

Number | My social numer is 980323 ******
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Table 9. Result of service accuracy experiment

Actual Pattern

Information Masking
Appearance
Type Range
Range
Nam from =3.5sec from =~2.98sec
ame to =3.95sec to =4.03sec
from =~4.1sec from =3.44sec
Address to =9.8sec to =9.71sec
Phone from ~2.26sec | from =1.76sec
Number to =~4.25sec to =4.37sec
Social from =~6.6sec from =~6.53sec
Number to =9.14sec to =9.37sec
Information | Index Range of Standard
Type Masked Bytes Deviation
133935
Name ~ 181178
153158 Start Point:
Address 431824 0.96
Phone 78391 End Point:
Number ~ 194942 0.07
Social 416987
Number ~ 451902

HEs< i
[e]
= FEe e

Comparison between

Actual Pattern Appearance Range and

Name

Masking Range

98 971
4.03

4.1

3.44
2.26
Address Phone

Number

Masking Range

Social
Number

Actual Pattern Appearance Range

Fig. 13. Floating Column Chart of Actual Pattern
Appearance Range and Making Range
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